Background: Mobile device adoption is on the rise and people are increasingly using mobile devices as a part of their lives. Studies have shown that people can use mobile devices to perform their work duties from anywhere. Organisations are now exploring ways of enabling and supporting mobility for employees' mobile devices, including BYOD (Bring-Your-Own-Device) policies. Objective: The objective of this study is to identify the main capabilities required for enterprise mobility. Methods/Approach: This qualitative research study presents empirical results based on interviews with selected senior IS managers of large organizations. Results: The main findings of this study suggest that information security and mobile device management are among the main capabilities required for enterprise mobility. Conclusions: Enterprise mobility is an emerging field which has received very little research attention. More research in the field will help organisations make informed decisions on how to increase productivity, sales and efficiency while achieving employee satisfaction through enterprise mobility.
Introduction
The advances in mobile technologies have enabled exciting new possibilities for individuals and organisations. The considerable developments in mobile hardware, software and networks contribute greatly to mobile collaboration and communication. Mobile hardware available on the market includes tablet computers and smartphones, while advanced applications have been developed for these devices based on the iOS and Android platform. Advanced mobile networks such as 3G and LTE allow seamless connection of these devices with fast data transfer rates enabling advanced communication software such as Skype video calling to work seamlessly. These developments in mobile technologies have made mobile devices sophisticated and powerful to the extent that their performance nearly equals that of desktop computers (Ghosh et al., 2013) .
As a consequence, the traditional workplace is changing as individuals now perform their work duties using mobile devices at home, from remote sites or while on the go. Mobile technologies enable workers to work and collaborate while on the move (Kietzmann et al., 2013) . However, enterprise mobility has not received much research to date (Sørensen, 2014) .
The purpose of this research study is to come up with an empirically validated list of 'must-have' capabilities for enterprise mobility. Qualitative data was collected and analysed and final conclusions drawn from it.
This study seeks to contribute new insights on enterprise mobility to both theory and practice. Organisations seeking to optimise enterprise mobility can use the research findings as a reference. Researchers may find the proposed model of factors, capabilities and impacts useful for research into enterprise mobility and related fields.
The paper first presents a literature review outlining the benefits, issues and impacts of enterprise mobility; and introduces the theoretical framework. The paper then discusses the methodology, followed by a detailed analysis of the empirical data. It concludes with recommendations, limitations and suggestions for future research.
Background
The key terms used in this research are Capability and Enterprise Mobility. Several definitions of capability exist depending on the context in which it is being used (Harris, 2007) . This research followed the definition that "organisational capability refers to an organisational ability to perform a co-ordinated task, utilizing organisational resources, for the purpose of achieving a particular end result" (Helfat, 2003, p. 1) . Enterprise mobility is when work interaction is mobilized using mobile and ubiquitous information technology (Sørensen, 2014) . Enterprise mobility can therefore be defined as "the use of mobile IT for the accomplishment, coordination and management of organizational activities" (Sørensen, 2011, p. 476) .
Enterprise Mobility Management
Enterprise Mobility Management is designed to address the risk of unauthorised access of organisational information on mobile devices by implementing some level of control on such devices without compromising the privacy of the device owner (Peraković et al., 2014) . In achieving this goal, there are methods developed and used to separate and secure business data and private data on a mobile device. These methods fall under the term Mobile Content Management. The methods include Mobile Device Management (MDM), Mobile Application Management (MAM), Mobile Information Management (MIM) and Mobile Email Management (MEM). These methods share the common purpose of managing and securing a mobile device's data and applications.
Using wireless communication technologies such as WiFi and over-the-air (OTA), Mobile Device Management, "supports centralized control of an entire fleet of smartphones and other mobile devices by applying and ensuring pre-defined configuration settings using an app on the smartphone" (Beimborn et al., 2013, p. 2) . The app that is used to apply configurations on the MDA system is called an MDM agent. Security settings such as password length and certain device functionality are governed by the MDA agent (Hemker, 2012) .
Adopting MDM systems helps enhance the security of mobile devices; however, if the system is exploited, mobile devices and the data on them may be compromised. A study by Rhee et al. (2013) identified and listed all possible threats against an MDA system through analysis of threat agents, assets and adverse actions. Developers need to consider all these possible threats in order to secure and prevent the mobile devices from being exploited.
Organisational content is mainly delivered through mobile applications to users. Mobile Application Management is, described by Winthrop (as cited in Beimborn et al., 2013, p. 2) who states that "MAM focuses on managing the life cycle of an app from development, procurement, distribution, configuration, and update to the removal of an app." Some of the essential functions of MAM are application containerisation, support for application-specific containers, secure access to email and disabling copying of its contents and copying of files between applications (Peraković et al., 2014) .
Proceeding from MAM is Enterprise App Store (EAS). EAS is a platform for internal organisational distribution of mobile apps limited to business apps. The firm predefines or pre-qualifies apps in the organisation's context which employees can use and put them in a container (Beimborn et al., 2013) .
With Mobile Information Management, the focus is shifted to securing critical corporate information. The main purpose of MIM is to store enterprise information on a central location, possibly a private cloud, then share it with different endpoints in a secure manner (Eslahi et al., 2014) . These endpoints could be a limited number of devices which can access or manage the encrypted data. It should be noted, however, that MIM on its own is not a defence against hacking or malware attacks but is a way of managing access to sensitive corporate data by mobile devices (Allan, 2014 ).
Enterprise Mobility Benefits
There are benefits to the organisation; these include cost savings, competitive advantage, a high return on investment, etc. Benefits to the employee include flexibility, increased productivity, etc., while customer or client benefits include convenience and efficiency. Basole (2007a) argues that there are five types of enterprise mobility benefits: strategic benefits -which include creating a competitive advantage through aligning business goals with strategies; informational benefitsi.e. easier access to correct information; transactional benefits -cutting operational and staff costs; enterprise transformation -enhanced structure and procedures; and business value benefits -which in cooperates all these aforementioned benefits.
Enterprise Mobility Impacts
Enterprise Mobility (EM) can have a number of impacts on business; positive impacts may also be termed benefits. A sharp increase in employee productivity may perhaps be the greatest impact an organisation may experience, with 75% of enterprises adopting EM reporting increased employee productivity (Kumar, 2012) .
Tech savvy employees working from mobile devices are more likely to continue working outside of work hours and thus have quicker turnaround times on their assigned tasks (Pillay et al., 2013) .
Direct access to inventory levels and pricing, ability to access and update customer profiles, and carrying out transactions in real-time enables elimination of redundant procedures which in turn shortens sales cycles and increases sales (Ortbach et al., 2014) . Using ERP mobile applications optimises real time access to customer orders and inventory levels for sales staff while management has access to time critical performance indicators through dashboards.
Cost savings, and thus an increased Return on Investment (ROI), can be realised by an organisation when a shift from purchasing expensive desktop computing equipment is replaced by cheaper mobile devices (Basole, 2007b ). Significant reductions in IT support costs can also be realised when employees use their own devices. Employees would then manage their own devices or get support from their vendor, which in turn reduces IT administration by the organisation.
EMM also impacts on various intangible aspects such as employee and customer satisfaction, although measuring such impacts has proven to be difficult due to a lack of assessment tools (Vuolle, 2011) . However, it is acknowledged that some positive factors in EM do contribute to the overall satisfaction of the user or customer. Carden (2007) argues that the ability to check the status of a request using a mobile application like an ERP app increases customer assurance and overall satisfaction. When a customer of an insurance company is able to file a claim using a mobile app, the result is process improvement and increased efficiency as well as customer satisfaction (Giessmann et al., 2012) .
Enterprise Mobility Challenges
As smartphones and tablets become common in the workplace, securing corporate information on these devices has become a great concern to enterprises. The main challenge is to put in place appropriate security policies while exploiting the usability of consumer applications (Sammer et al., 2013) .
Another challenge is lack of control of the device. When the employee owns the device, it is up to them to keep the device physically secure from use or access by others and, in the event that the device is lost or stolen, the device will become a security threat to the organisation. IT practices and policies, password protection and remote wipe need to be enforced; they can also be intentionally averted by employees for various reasons (Pillay et al., 2013) .
Developing compatible applications has become a headache for developers trying to produce applications that work on as many mobile devices as possible. Fragmentation of mobile device platforms presents challenges such as app support, enforcing security updates, monitoring and provisioning. In an attempt to address this issue, some vendors are offering cross platform enterprise app stores as a solution since they only need a web browser (Balakrishnan et al., 2015) .
Enterprise Mobility Enablers
According to Basole (2008) , mobile applications are one of the most significant enablers of enterprise mobility. He notes that mobile work specific applications have been developed in many cases by encompassing the existing business applications into the mobile sphere. This has led to the development of mobile app stores. App stores can be described as "digital platforms that provide users a central location to effectively browse, purchase, download, and update their mobile applications" (Jin et al., 2014, p. 1).
Advancements in mobile network technologies have also enabled not only voice transfers but also data transfers. Widespread availability of 3G and 4G mobile spectra and advanced technologies like LTE, bandwidth and browsing capabilities are drastically improving on mobile devices (Kumar, 2012) .
The introduction of large screen smartphones called 'phablets', brought about more possibilities of users using these devices to access cooperate information. Davis (2014) notes that users interact with these devices in different and unconsidered ways whether they are controlled or managed. He further notes that the number of employees using mobile devices to work is increasing--a confirmation of how mobile device advancements is enabling enterprise mobility.
BYOD (Bring Your Own Device)is when employees use non-corporate owned devices including their own software to access company resources within or outside the environment of their organisation (Ghosh et al., 2013) . BYOD is one of the major enablers of enterprise mobility, as organisations do not have to purchase and provide any mobile devices for its employees. The number of organisations taking advantage of BYOD is increasing globally with countries such as Spain, Malaysia and Brazil reporting up to 80% adoption (Eslahi et al., 2014) .
Conceptual Model for Organisational Capabilities
The TOE (Technology-Organisation-Environment) framework and other technology frameworks such as the Diffusion of Innovation (DOI) available in literature tend to mainly focus on the adoption of IT (Kabanda et al., 2015, Oliveira et al., 2011, Molla et al., 2005) . No framework is available for measuring IT capabilities at firm level. However, in cases where available frameworks fail to address the research requirements, there is evidence of available studies which combined theories to address this gap (Oliveira et al., 2011) . Based on the TOE framework, this research used the conceptual framework below to identify the essential capabilities for improving enterprise mobility.
Figure 1
Conceptual model for research based on the TOE framework Source: Tornatzky et al., 1990 This study used the Technology-Organisation-Environment (TOE) framework (Tornatzky et al., 1990 ) to identify the capabilities for improving enterprise mobility (Figure 1) . The model has three components. The first component is the factors that influence certain capabilities. The factors are grouped under three contexts i.e. technological factors, organisational factors and environmental factors. These factors would have a positive or negative effect on the capabilities listed in the middle section. The second component is the capabilities which will be determined during data collection. These capabilities will in turn influence certain outcomes, also to be determined in this research.
Methodology
The main research question was "What are the must-have capabilities for enterprise mobility?" The secondary questions were: 1. What are the technologies, organisational and environmental factors that influence enterprise mobility? 2. What impacts or outcomes does enterprise mobility have? This research study is qualitative and used a post-positivist philosophy. Unlike positivism which works with an observable social reality and provides law-like generalizations as its findings (Saunders et al., 2009 ), the post-positivism approach recognises "that all cause and effect is a probability that may or may not occur" (Creswell, 2013, p 23) . This research was cross sectional. Our population was large organisations, which befit the term enterprise. Our findings are not necessarily generalizable to small and medium-sized enterprises.
Five organisations were selected from each of the following sectors: Insurance, Accounting, Auditing, and Whole Sale and Retail Industry. The reason of this selection is for diversification. Purposeful sampling was used in selecting these organisations in order to find senior managers who understood the study phenomenon best. Data was collected using semi-structured interviews. Questions were prepared beforehand and served as a guideline so as to cover the entire required topic field. New questions emerged during the conversation, giving the interviewee an opportunity to further elaborate their responses. Open-ended questions were used to allow the interviewee to fully express himself or herself, thereby providing rich data.
Interviews were recorded and transcribed; thereafter, thematic analysis and coding was used to uncover themes and patterns in the data. Thematic analysis makes use of coding themes from the data using NVivo. NVivo is a qualitative data analysis tool, which facilitates shaping, and making sense of unstructured data by producing trends and enabling hypothesis construction and demonstration. Candidates participated in this research on a voluntary basis. The details of participants and their organisations were treated as highly confidential and aliases are used where necessary.
Results
Interviews were conducted with 5 senior managers and 1 enterprise mobility consultant (referred to as P1 to P6) as shown in Table 2 .
The data was transcribed and analysed using thematic analysis. The following section presents the themes that came up from the interviews, grouped into the categories of Factors, Capabilities and Impacts. 
Adoption Factors
From our theoretical framework, we have technological, organisational and environmental factors. The following are the themes that came up under each section.
The existing themes that were originally listed in the theoretical framework were technical systems and service providers. However, during the analysis, none of these themes came up. Instead the theme that came up under technology was hardware as mentioned by one participant: "So you need hardware with good battery life, good connectivity options, WiFi, 3G, and as I have mentioned the right form factor screen size to be able to work" (P1). This assertion suggested that there is a need to have the right tools in place in terms of the required hardware that will run, maintain, support and manage the mobile devices.
The findings suggest that organisational culture seemed to be a big issue across all the participants' organisations, as stated by the participants: "I think the most important factor is the internal cooperate culture" (P1); "People are very used to having offices, having computers and sitting doing work. Now we are telling them listen forget about that" (P2); "Some people are very paper driven so they don't… almost have resistance to change…" (P5); However, other participants did not agree as they state that users already have a culture of technology; And "A lot of the users (at…) already have a culture of technology" (P4). Organisational culture then seems to be a problem to the older generation of staff members who may struggle to embrace new technologies.
The only environmental theme that emerged was government regulation, although this does not seem to affect enterprise mobility much as mentioned by the participants
: "Basically the factors we will have to consider is that also the POPI act is one factor (that is the Protection of personal information) so we can't, we can not just have e-mail on the phone with normal technology because there is no security measures put in place. So we have to consider the structured and unstructured data how it's handled how it's shared how it's stored where it's stored and those kind of things yah" (P4). However, Participant 1 did not agree as he states that, "Those can be complied with and still have mobility as a big aspect of our business so there is no regulations as far as I know or any other factors really that affects us" (P1).

Capabilities
This section presents the major capabilities that emerged during the interview process, based on conversation density.
At the core of enterprise mobility is connectivity. Without connectivity, the whole concept of enterprise mobility is disabled as emphasised by this participant: "I think
one of the biggest challenges that we have experienced is the connectivity so when people are trying to work offsite or remotely and there is a slow or unstable connection back to the office that causes the biggest issues so then people aren't able to work…So that's the single biggest issue or barrier to enterprise mobility for us (P1).
The ability to have the right hardware for enterprise mobility came out as one of the dominant themes. This includes the mobile devices themselves and their ability to connect to a network as mentioned by the participants. "Second most important is the hardware itself. So you need hardware with good battery life, good connectivity options, WiFi, 3G, and as I have mentioned the right form factor screen size to be able to work" (P1). "Laptops that we issue [have] built in 3G cards and we supply the users with sim cards and make sure you are always connected to the internet (P1).
Most participants agreed that in order to have buy-in for enterprise mobility from users, you need to have a change management strategy. Most organisations are dealing with people who are used to their old way of thinking and working, and when new ways of doing the same tasks are introduced, proper change management is essential to achieve the main goals and purposes of enterprise mobility as mentioned by these participants. "So I think the change management is critical. Making sure that people understand why you are doing it and it is there to make their lives easier" (P2).
The need for a proper device management setup was agreed upon by most participants interviewed. This is in line with the literature, which also placed emphasis on the need for a mobile device management setup to ensure secure enterprise mobility. The main purpose of mobile device management, as discussed by the participants, is to have a level of control on the devices' functions and usage with the purpose of ensuring the organisation's systems are secured from outside threats, internal abuse and malicious activities.
The need to have secure enterprise mobility was raised by most participants. This theme also relates to the above previous discussion on Mobile Device Management as MDM works to ensure security. "If you look at South Africa and you look at Kenya, to them enterprise mobility is not something that they discussed because they believe everyone to be mobile and people in organisations has mobile but are they mobile secure? Can they do remote wipe?" (P6). "Enterprise mobility it's about basically securing information on mobile devices" (P4).
Most participants feel there is a need to have mobile applications made specifically to run on mobile devices. This may include optimising the current applications such as e-mail to run on mobile.
Most participants placed emphasis on choosing the right use cases as being very important. "You need to understand where they need mobility and what they get.
You need to have a requirement, and that requirement needs to be understood" (P6). "But I think more importantly on all those is picking the right use cases I think is what you call them. Start there first because the danger is you start with the technology and then you look at the processes" (P2)
. Letting technology drive mobility has a negative impact of having the systems and applications which do not really serve any purpose. This would in turn affects the usability of the technology.
Impacts
This section presents a list of the impacts, outcomes and benefits that are as a result of an organisation's enterprise mobility.
Most participants were of the view that, to them, enterprise mobility has brought a significant increase in productivity. "I think people have become more productive because of mobility" (P3). "What enterprise mobility on the mobile devices has enabled us to do is to increase productivity" (P1). "I think the biggest impact is gotta be on store productivity" (P2). This is in line with findings from the literature, which listed increased productivity as a major benefit. Increased productivity is due to the flexibility that comes with working from anywhere.
Increased efficiency or effectiveness also came up in the interviews. Participants mentioned that with mobility comes efficiency in doing and carrying out tasks, as emphasized by participant 5: "I mean that was the main thing to be a little more efficient" (P5). This is in line with the literature findings that enterprise mobility allows work to be done more efficiently, resulting in significant time savings.
Another benefit is increased sales. "So there is a full impact across the system. It starts with store efficiency and productivity that actually leads to increase in sales" (P2). It is worth noting that the increase in sales is as a result of the other impacts like efficiency and productivity as mentioned by the participant.
Satisfaction is dependent on successful change management. Once the idea has been properly sold to the staff on how it's all going to work and how it will make their jobs and lives easier and they actually realise the benefits of using such, their satisfaction increases. "I think you have to tell your staff why you are doing what you are doing and explain to them how the process is going to change and why it's going to change and how it's going to make their jobs easier" (P6).
Discussion
The data analysed from the interviews provided the researchers with the following findings. Most of the factors that were provided in the theoretical framework were not validated by the data. However, several new factors were uncovered (Figure 2) .
Under technological factors, technology systems and service providers were not validated by the data. However, hardware came up as a new theme and is an important factor, as emphasised by participants. The hardware referred to includes the file servers and the mobile devices themselves that lie at the root of mobility. The organisational factors that most affect enterprise mobility are culture. The other factors were not validated. However, it can be noted that lack of awareness is closely associated with culture as raised by Participant 4: "It's a matter of how to do those things and there is always requests from users to see how they can counter from mobile devices" (P4).
The findings show that under environmental factors, only two factors were considered to affect enterprise mobility: government regulations, such as the POPI act, and a new theme network infrastructure. Interestingly, the other factors originally identified were not mentioned, such as suppliers and competitors.
Capabilities were identified from the interview data. Some capabilities themes came out dominant and were in line with the literature. Although Use Cases and Change Management did not receive many references in the interviews, the emphasis that was placed on them is of much significance. Taking a look at impacts, the findings reveal four main impacts as a result of enterprise mobility. These are increases in satisfaction, sales, productivity and efficiency. User satisfaction and increased productivity were new themes that came up. The major impact highlighted by participants was increased productivity. This is due to the ability to work from 'anywhere'. Other impacts such as customer experience, return on investment and competitive advantage were not validated.
The list of capabilities that has been presented in the middle block of the framework all came from the data, which was analysed. New themes of capabilities were identified and analysed as they came up from the interviewed participants. An inductive process was then applied to complete the framework's constructs and initially the block was blank as there were no capabilities identified in literature by which we could validate. It is important to note that some capabilities themes came out dominant and were in line with the literature. The dominant themes that were identified based on conversation density in terms of the number of times the theme was mentioned in the interview are shown in the Table 3 . Although Use Cases and Change Management did not receive much reference in the interviews, the emphasis that was placed on them is of much significance.
"You need to understand where they need mobility and what they get…You need to have a requirement, and that requirement needs to be understood"(P6). "I think the change management is critical. Making sure that people understand why you are doing it and it is there to make their lives easier" (P2).
Based on conversation density and emphasis, the capabilities which came up top are Security, Mobile Device Management, Right Use Cases, Change Management and Connectivity.
Taking a look at impacts, the findings reveal that there are four main impacts that are as a result of enterprise mobility. These are increased satisfaction, sales, productivity and efficiency. User satisfaction and increased productivity were new themes that came up. The major impact highlighted by participants being increased productivity. This is due to the ability of to work from 'anywhere'. Other impacts such as customer experience, return on investment and competitive advantage were not validated
Conclusion
The purpose of this research was to determine the main capabilities for enterprise mobility.
We also investigated what technological, organisational and environmental factors influence enterprise mobility and what impact or outcome enterprise mobility has.
The most important capabilities required for enterprise mobility which were uncovered in our empirical study were:
 Security-the ability to secure information being transmitted to and from mobile devices.  Mobile Device Management: the ability to manage the mobile devices issued to staff. This includes the remotely wiping of the devices.  Right Use Cases. An organization should be able to choose the Right Use Cases on which services and processes to offer on mobile devices.  Change Management: the ability to effectively manage the change in shift to enterprise mobility.  Connectivity: the ability to offer or operate in an environment where the mobile devices could be connected to a network. In answering the secondary questions, the following findings were discovered. The factors that affect enterprise mobility are: hardware availability, culture and/or awareness, government regulations and network infrastructure. The most important impacts or outcomes of enterprise mobility to an organisation are user satisfaction, increased sales, productivity and efficiency.
